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MBMOBIRRIM FOR THE MEMBERS, HSCZB SECURITT COMMITTEE 
Sifliisott Codawooi for Analytic Hathodo 



Dion Is attaehod s maaorandum from ths Coordinator uh l a h 
rsquosts that SBOCOH rs»*ram1no proeodurss for establishing 
a oodsword for analytic msthods* * 

Prsvious SBOOOM papers on this subject aro ths following t 

X. X mmorend u p of 35 January 1952 from ths 
Coordinator to $SC00M whish was elreulatad to 
SBCCOM members on 21* January 1952* 

2* A asmomadua of 5 May 1952 frcm SECGOM to 
ths Coordinator which oontalnad ths intsrim 
rso om aa n da t lona of SECGOM with regard to this 
problem* 

This matter will constitute ths agon da for ths SECCOM 

*° 5* to 1,0011 *025-B # Arlington Hall Station, 
at 0900 on tfednssday, 27 August* 

(2 (wdicuejL 

I ROBERT F. PACKARD 
Chairman, TJSCZB SsourUy Oommittss 



Etael 

Pf mano, dtd 16 July *52 
avbj« aa above, fm Coordinator 
to Chairman,, USCIB Security 
Comaittss, 'TS~ 
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Subjects Codeword for Analytic Methods* 



1. Jh accordance with the recommendation contained in you? djfejo- 
rancyjsi of 5 Key 1952* the Director* AFSA* has bsen afforded the oppor- 
tunity to review tha procedures which have been proposed for establish- 
ing a separate codeword for oryptanalytlc methods. A@ a result of this 
review,, e firs AFSA policy position has bean established which is pre- 
sented in the following paragraphs. 

2. The AFSA position on this matter remains substantially tho^ 
saab* as that forwarded for your consideration in ay memorandum of 15 
January 1952. In addition* the following comments resulted from 
DIfh ■FSA t s study c£ your memorandum of 5 May 1952s 

a. IV too BRIISA Agreement* the basic definition of C0M3NT 
and of its two categories* special intelligence and 
traffic intelligence* relates to the end product. His- 
torically* this has been the case since the very first 
codeword ms used. The intention was to require the 
intelligence so classified to bo handled in such a way 
as to protect the source. In addition* the BRUSA Agree- 
ment stipulates that TOP SECRET codeword protection shall 
be accorded to techniques related to tha end product in 
order to minimise the possible inference derivable about 
COKIN T successes. However* the two fields of cryptana~ 
lytic method and COKIN T results are* in general* quite 
separate* both as to material included and personnel in- 
volved. Therefore* the application of separate codewords 
to them is quite feasible. Jh the limited area of over- 
lap, the convention could be that the product codeword 
alone would be used since its protection implies the 
protection of the source and thereby the method. 

b. The responsibility of tha Director* AFSA* to maintain 
adequate security procedures within the GOMSEC field is 
being fully discharged. The desire to establish a sepa- 
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rate methods codeword Is meant to reinforce even further 
security procedures within a particular segment of the 
COMSEC field. 2h the light of this, the implication 
that a danger to the ssourity of COMINT would arise if 
COMSEC methods were to be raised to the same category 
does not appear to be well founded. Since there is a 
much stricter limitation of COMSEC methods to the "need 
to know" principle, the danger to the security of COMUT 
by the establishment of a separate methods codeword is 
not evident. UiLs is further substantiated by the fact 
that there are virtually no consumers of this materiel 
outside of AFSA and, consequently, compromise is unlikely 
since there is little or no dissemination in any fora. 

3. At the recent U#S/tf 0 K, Communication Security Conference, this 
subject was discussed with members of the London Cypher Policy Board. The 
' opinions that were expressed on this matter were as follows i 

a. The U.K. representatives stated that, in their opinion, 
a single codeword for documents containing methods and 
techniques, as distinguished from the codeword for 
documents containing only the end products of COMINT 
operations, would result in greater protection for 

the C0I5INT end products. This opinion was based on 
the fact that a fair number of people who would require 
indoctrination for the methods codeword would no longer 
require indoctrination for the end product codeword. 

b. The U.S. representatives felt that the provision of a 
separate codeword would result in Increased security for 
eiyptanalytic methods and techniques. Material of con- 
siderable cryptaralytic importance, currently unprotected 
by codeword, could, under the proposal, be distributed 
with a greater measure of security than is now possible. 

o. Both the U.S. and U.K. representatives agreed that the 
proposed division would simplify the problem of indoctri- 
nation. In one case, it would be unnecessary to divulge 
the content or nature of the COMINT end product to persons 
concerned only with methods and techniques. The corollary 
of this would follow with respect to the indoctrination of 
these concerned only with the possession and evaluation of 
the COMINT end product. 
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do It was also felt that* once having adopted a codeword 
for methods documents , there would seldom be necessity 
for changing the word on account of its actual or 
suspected compromise j further , it was felt that the 
codeword itself need not be classified as is the code- 
word for the end product. 

U. Therefore, the USC3B Coordinator requests that you re-examine 
the procedures for establishing a codeword for analytic methods, as pro- 
posed in your memorandum of 5? May 19152, in the light of the APSA policy 
position noted above, and the agreement reached on this matter between 
the U.S, and U.K. representatives at the recent Communication Security 
Conference 0 



/s/ J. No Wenger 
J. N, WENGER 
Rear Admiral, U. S. Navy 
Deputy U.S.C.I.B. Coordinator 
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